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O6 yTBep)XIEeHHH perjlaMeHTa IIo
aHAIU3y W YCTaHOBKE OOHOBIEHHIA
0e30macHOCTH MMPOTPaMMHBIX,
IpOrPaMMHO-aNNapaTHEIX  CPENCTB
3amUTEl  HHGOpMAalMd MW HHOTO
nporpaMMHOro  obecmedeHus B
opraHax MECTHOTO CaMOYIIPaBJIeHHs
MamajpIIICKOTO  MYHHULIMIIAJIBHOTO
paiioHa

B meisx ycuieHus ofecreueHus 6e30MacHOCTH HHGOPMAalMH W IOBBIICHUS
3QIUIIEHHOCTH HMHQOPMAIMOHHBIX CHCTEM B OpraHaXx MECTHOIO CaMOyIIpaBJIeHHs
MaMaIbIcKoro MyHHUIMIANBHOTO palioHa PecrmyGnuku TartapcraH, B COOTBETCTBUH C
metommueckumu  gokyMentamu  OCTOK  Poccun, HCIOIHUTENBHBIA — KOMUTET
Mama BIICcKOro MyHHIMNansHoro paiiona Pecy6muku Tarapctan

NIOCTAaHOBIAET:

1. YIBEpAUTh perjiaMeHT [0 aHANMU3y M YCTaHOBKE OOHOBIICHHH 0e30macHOCTH
IIPOrpaMMHBIX, IPOrPaMMHO-AINAPaTHEIX CPEACTB 3AlUTEl HHQOPMAIMM H HHOTC
IPOrpaMMHOTO OO€CIIeYeHHs] B OpraHaX MECTHOIO CaMOyNpaBieHHs MaMambImcKoro
MYHHIMIATBHOTO paiiona Pecry6muku TaTaperan (IpuioxeHue Nel).

2. Ony6nuKOoBaTh HACTOsIIee ITI0CTaHOBIeHHe Ha OQUIMaTbHOM TOpTalie PaBOBOM
uaopmanmu Pecrry6nuku Tatapcran mo BeO anpecy http://mamadysh.tatarstan.ru// u
o6HapomoBaTh IyTeM pasMellleHHs Ha oduimaneHoM cafite Mamanpmickoro
MYHHUIIUNAIBHOTO PaiOHa.

~ 3. KOHTpOIb 32 HCTIONHEHHEM HACTOSAIIETO IIOCTAHOBJIEHHs OCTaBIISIO 32 COOOH.

W.o.pyxoBoauTes A.X.ArnsmoB
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PETJIAMEHT 11O AHAJIN3Y U YCTAHOBKE OGHOBJIEHUI
BE3OITACHOCTHU ITPOI'PAMMHBIX, ITPOI'PAMMHO-AIIITIAPATHBIX
CPEIACTB 3AIIUTHI UTHP®POPMAILIUU U UHOI'O IPOT'PAMMHOI'O
OBECIIEYEHMUMSA B OPTAHAX MECTHOI'O CAMOYIIPABJIEHUA
MAMA/IBIIICKOI'O MYHUIIMITIAJIBHOI'O PAVIOHA
PECITYBJIMKU TATAPCTAH
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OBUIHME ITOJIOXKEHMA

1.1. Hacrosmuii periaMeHT 1Mo aHalIu3y M YCTaHOBKE OOHOBIEHWN 0€30MacHOCTH
MPOrPaMMHBIX, TPOrPaMMHO-AMIAPATHBIX CPEACTB 3alIUThl HHPOPMAIMH M HHOTO
nporpaMmHoro obOecreueHus (naigee — PermameHT) pa3paboTaH B COOTBETCTBUU C
Metonukoil TecTUpOBaHUS OOHOBJIEHUN O€30MaCHOCTH MPOTrPaMMHBIX, MPOTrPaMMHO-
anmnapaTHbix cpenctB yrBepxkaeHHon @CTIK Poccun ot 28 oktsi6ps 2022 r.

1.2. PernmaMeHT ompefensieT MOPsSAOK U CoAep aHue padoT MO TECTUPOBAHUIO
MpPOrpaMMHOr0 OOecreYeHusi, B TOM YHCIE€ C OTKPBITBIM HCXOJHBIM KOJOM,
OPEIHA3HAYEHHOTO U YCTPaHEHUS YSI3BUMOCTEM IPOrPaMMHBIX, IPOTrPaMMHO-
amnmapaTtHbIX CpeAcTB (Hanmee — OOHOBIGHHMS O€30MAaCHOCTH), TMPUMEHSIEMBIX B
MH)OPMAIMOHHBIX  CUCTEMAaX, HHPOPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHBIX  CETSX,
aBTOMATHU3MPOBAHHBIX CHUCTEMax YIPABJICHHUS, B TOM 4yucie QyHKIMOHUPYIOMIUX Ha Oa3e
MH(})OPMATMOHHO-TEIEKOMMYHUKALIMOHHON MH(MPACTPYKTYPHI LIEHTPOB 00pA0OOTKH TaHHBIX
(manee — UHPOPMALIMOHHBIE CUCTEMBI).

PernamMeHT MoXeT OBIThb HCIOJIB30BaH U TECTUPOBAHUS HMHBIX OOHOBIICHHIA
MPOrpaMMHBIX,  MPOTPAaMMHO-aNNapaTHbIX  CPEACTB MO  PEIICHHIO  Omeparopa
UH(OPMAITMOHHOW CUCTEMBI.

1.3. Hacrosimmii  PermaMeHT  TOMJIEKUT  NPUMEHEHUIO  ONEpaTopamu
MH(POPMAIIMOHHBIX CHUCTEM IMpH MNPUHATUM HUMU MEp IO YCTPAHEHUIO YSI3BUMOCTEH
IPOrpaMMHBIX,  MPOrPaMMHO-AMMAPaTHBIX  CPEICTB  MH(POPMAIMOHHBIX  CHUCTEM
B COOTBETCTBMM C TpeOOBaHUSIMU O 3alluTe HHPOpMAIUU, CcoJepKalleics
B TOCYJapCTBEHHBIX HWH(MOPMAIMOHHBIX CHUCTEMaX, TPEOOBAHUSMHU MO OOECIEYEHUIO
0€30MacHOCTH 3HAYMMBIX OOBEKTOB KPUTHUECKOW HHPOPMALMOHHOM HHPPACTPYKTYPHI
Poccuiickonn @enepanuu, a TakKe HWHBIMA HOPMAaTUMBHBIMU IPAaBOBBIMU aKTAMU
u MeroguueckuMu fokyMentamu @CTIK Poccun.

1.4. YcTpanenue ysi3BUMOCTEN B CEPTU(PUIUPOBAHHBIX TPOTPAMMHBIX, IPOTPAMMHO-
armapaTHbIX CpencTBax 3aIUATHI uHbOopMauu o0ecrnieunBaeTcs
B NPHOPUTETHOM IMOPSAKE M OCYIIECTBISIETCS B COOTBETCTBHUM C JKCIUIyaTalMOHHOW

JIOKYMEHTAIMEN Ha HUX, a TAK)KE C PEKOMEHAIMAMH pa3paboTUHKa.



1.5. Pemenne 00 ycTaHOBKE NPOTECTHUPOBAHHBIX OOHOBJICHHH O€30MACHOCTH
NPUHUMAETCA OMepaTopoM HWH(GOPMALMOHHOW CHCTEMBI C YYE€TOM pe3yJlbTaToB
TECTUPOBAHUS U OIICHKM PHUCKOB HapylieHUs (QYHKIIMOHUPOBAHUS HHPOPMALMOHHOU
CUCTEMBI OT YCTAHOBKHU TaKUX OOHOBJICHHIA.

1.6. B PernmamenTte uCHoyb3ylOTCS TEPMUHBI U OIpPEACIICHUS, YCTaHOBJICHHBIC
HanroHanbHbIMU cTangapTtamMu ['OCT P 50922-2006 «3amntura uadopmaiuu. OCHOBHBIS
tepmuHbl U onpeaeneHus», [OCT P 56545-2015 «3ammra undopmarmu. Ya3BUMOCTU
uHpopmalmoHHbIX cucteM. [lpaBuiia omucanust yszBumocteit»y, 'OCT P 56546-2015
«3amuTta uHPOpMaUMU. YA3BUMOCTM HMHPOPMALMOHHBIX cucTeM. Kiaccudukanus
YS3BUMOCTEN MH(OPMAIMOHHBIX CHUCTEM» W HMHBIMHU HAIlMOHAJIBHBIMU CTaHJApTaMH B

obJiacTu 3anuThl HHGOPMAIIUK U o0ecrieueHrs] THHOPMAIIMOHHON 0€30IMacHOCTH.



MOPSTOK AHAJIN3A OBHOBJIEHUM BE3OITACHOCTH
IMPOT'PAMMHBLIX, TPOTPAMMHO-AIIITAPATHBIX CPEJACTB

2.1. AHanu3 OOHOBJIEHHUH O€30MACHOCTH IMPOBOJUTCS C LENbI0 CBOEBPEMEHHOTO
BBISIBJICHHSI B HUX TOTEHIMAIBHO OMACHBIX (PYHKIIMOHAJIBHBIX BO3MOXKHOCTEH,
HE3aJ€KIapUPOBAHHBIX  Pa3pa0OTYUKOM  MPOTPaMMHBIX, POrPaMMHO-aNNaPaTHBIX
CpPEICTB, B TOM 4YHUCJIE TMOJIUTUYECKUX OaHHEpPOB, JIO3YHIOB, IPHU3bIBOB U HHOU
MPOTUBOMPABHON HHOpMAINH (Jaliee — HeJeKJIapUPOBAHHBIE BO3MOKHOCTH).

2.2. Ananusy nojsexat 0OHOBJIEHHs 0€30I1aCHOCTH, HAPaBJIECHHbIE HA YCTPAHEHHE
YS3BUMOCTEH, YpPOBEHb KPUTHYHOCTH KOTOPBIX  OMNpEAeNeH B  COOTBETCTBUU
¢ Metoaukoil TeCTUpOBAaHUS OOHOBIIEHUH OE€30MAaCHOCTH MPOTrPaMMHBIX, MPOrPAMMHO-
anmapaTHbix cpenctB yrBepxkaenHon @CTIK Poccun ot 28 oktsi6ps 2022 r.

2.3. Jlma uenel HACTOSAILIETO pErjlaMeHTa K IIPU3HAKaM HEJICKIAPUPOBAHHBIX
BO3MOKHOCTEM OOHOBJIEHHM 0€301aCHOCTH OTHOCSTCS:

a) TIOMBITKU OOpalieHuil K (aiyioBoii cucreMe, 6a3aM JTaHHBIX, HIEKTPOHHOM 1OYTe
U Apyrod uH(OpManuu, HE HMMEIOIME OTHOUIEHUS K (PYHKIMOHATY OOHOBISEMBIX
IPOrPAMMHBIX, IPOIPaMMHO-AIIIAPaTHBIX CPEJICTB;

0) HEJOKYMEHTHUPOBAHHbIE OOpalIeHHs] K CTOPOHHUM (HEH3BECTHBIM OIEpPaTOpy)
CETEBBIM a/IpecaM U JIOMEHHBIM UMEHAM, HE OTHOCSIILIUMCS K orepaTopy HH(GOPMallMOHHON
CUCTEMBI;

B) CHUCTEMHBbIE BBI3OBBI, XapaKTEpHbIE I BPEJOHOCHOTO MPOrPAMMHOIO
obOecrieuenus (Hampumep, TOMBITKH 3arpy3ku u3 cetu «UHTepHeT» OMOMMOTEK U
MPOrpaMMHBIX MAKETOB, HE HWMEKIIMX OTHOLIEHUS K (PYHKIMOHAIY HPOrpaMMHOIO
oOecrieueHus, TOMNBITKM TI€pexBaTa CeTeBOro Tpaduka APYyroro MNPOrpaMMHOIO
oOecrneveHus, MONbITKM MOHUTOPUHTA JEHCTBUI MOJB30BaTENEN ¢ IPYTUM IPOrpaMMHBIM
obecrieyeHuEeM);

I') IOTEHIMAJILHO OMaCHbIE U3MEHEHUS B (PailyIoBOI cCTEME B pe3yiIbTaTe YCTAHOBKHU
OOHOBJICHHSI, B TOM YHUCJIE 3arpy3Ka U YCTAaHOBKA HEJJOKYMEHTUPOBAHHBIX MPOrPaMMHOTO
oOecrieueHus1, JpailBepoB M OUONHMOTEK, HE HMEIONIMX OTHOIICHHS K (YHKIHMOHATY
OOHOBJISIEMOT0 IPOrPAMMHOT0, TPOTPAMMHO-AMNMNapaTHOTO CPE/ICTBA;

1) I3MEHEHUS! KOHPUTYypauu cpebl GyHKIMOHUPOBAHUS, HE UMEIOIME OTHOIICHHUS



K OOHOBJIIEMOMY MPOTPAMMHOMY, IPOrpaMMHO-ANIMapaTHOMYy CpPEICTBY (Hampumep,
MOSIBJICHUE HOBBIX aBTOMATHYECKHU 3arPy’KaeMbIX MPOTPaMM);

€) OTKIIOUEHHE CPEACTB 3amuThl HHGOpMAIUU U (PYHKIUH OE30MacHOCTH
uH(bOpMaInu.

24. Awnamu3  oOHOBIeHMM  0€30MacHOCTH  OpraHu3yeTrcss  (IIPOBOJMUTCSH)
CIICMAIUCTAaMU TI0 3amuTe WHpopmaruu (MHGOpMaIlMOHHON 0€30IacHOCTH) oleparopa
WH(GOPMAIIMOHHON CHUCTEMBI (Jlajiee — UCCIIEA0BATENb).

2.5. Ananu3 oOHOBJIEHUI 0€30MaCHOCTH BKIIIOYAECT:

a) MOJITOTOBKY K MPOBEJICHUIO TECTUPOBAHUSI OOHOBJICHUI O€3011aCHOCTH;

0) MpoBeJIeHNE TECTUPOBAHUS OOHOBJICHUN 0€30MaCHOCTH;

B) o(hopmileHUE pe3ynbTaTOB TECTUPOBAHMS OOHOBIEHUI 0€3011aCHOCTH.

2.6. lloarotoBka K TIpoBeACHHIO AHanu3a OOHOBIIEHM  0€30MaCHOCTH
OpeIycMaTpUBaeT IIOJydyeHUuEe OOHOBJIEHHS O€30HaCHOCTH U IMOJATOTOBKY — CpPEJbl
TECTUPOBAHMUS.

CrocoObl mory4eHus: 0OHOBJIEHUN 0€30MaCHOCTH OMNPEIEISI0TCA HCCIIEI0BATENEM,
UCXOJIS1 U3 €r0 BO3MOXKHOCTEH, M HE pacCMaTpUBaIOTCs B JaHHOM Periamente.

Ananu3 oOHOBIIeHUH 0€30MaCHOCTH TPOBOAUTCS B CIECAYIOMINX Cpeaax:

a) HCCIENOBATEILCKOM CTEHJE, CIENUaTbHO CO3JAaHHOM [JISi TECTHPOBAHUS
OOHOBJIEHNH 0€30IMaCHOCTH WJIM MHBIX LIEJIEH;

0) TecTOBOI 30HE MHPOPMALIMOHHON CUCTEMBI (KIIECOUHULIEY );

B) HH(MOPMAITMOHHON cucTeMe, (PYHKIIMOHUPYIOIIEH B IITATHOM PEKUME.

Beibop cpembl  TecTUpoBaHWsS ~ OOHOBIGHHWH  ©O€30MACHOCTH  OCYIIECTBISET
HCCIIeZIOBAaTeNb, MCXOAS M3 €ro TEeXHHYECKUX BO3MOKHOCTEH M YIrpo3 HapyIICHHS
byHKIIMOHUPOBaHUS HHGOPMAITMOHHON CUCTEMBI.

2.7. Ilpu mnpoBeneHUM aHaIM3a OOHOBJIEHUN O0E30MACHOCTM B COOTBETCTBUU
C HACTOSIIKUM PermaMeHTOM JOMKHBI MPUMEHSTHCS HHCTPYMEHTAIbHBIE CPEJICTBA aHATN3a
U KOHTPOJS, (PYHKIIMOHAIBHBIE BO3MOXXHOCTH KOTOPBIX OOCCIEUYHBAIOT PEATU3AIUIO
MOJIOKEHUN  HacTosimero PermameHTa, UWMEIONIME TEXHUYECKYIO TMOAJACPXKKY |
BO3MOXHOCTh ajantanuu (IopaboTKu) Moa OCOOEHHOCTH MPOBOAMMBIX TECTHPOBAHMIA,

CBOOOJHO pacHpoCTpaHseMble B MCXOJHBIX KOJIaX WJIM CpEJICTBA TECTUPOBAHUS



coOCTBEHHOI pa3paboTku. PekoMeHayeTcss MpPUMEHSATh HHCTPYMEHTAaJbHBIE CpEACTBA
aHaJaM3a M KOHTPOJIS, HE HMMEIOIIME KaKUX-TMOO OTrpaHMYEHUl MO0 MX MPUMEHEHUIO,

afganTtanuu (1opaboTku) Ha Tepputopun Poccuiickoii denepanum.



COJIEP)KAHUE PABOT 110 AHAJIN3Y OBHOBJIEHUM
BE3OITACHOCTH ITPOI'PAMMHBIX, IPOI'PAMMHO-
AIIITAPATHBIX CPEACTB

OO61ue TpeOoBaHus K MPOBEACHUIO TECTUPOBAHUS

3.1.1. B xoae mnpoBelneHus aHaidu3a OOHOBIEHUN OE30MaCHOCTU JOJIKHBI
BBITIOJTHATHCS CIEAYIOIINE TECTHI:

a) CBEpKa UICHTUYHOCTH OOHOBJICHHI 0€30MaCHOCTH;

0) mpoBepKa MOJIMHHOCTH OOHOBJICHUM 0€30TaCHOCTH;

B) aHTUBUPYCHBI KOHTPOJIb OOHOBJIEHUI O€30aCHOCTH;

I') MOUCK OMACHBIX KOHCTPYKIUI B 0OHOBIICHUSX 0€30MMaCHOCTH;

1)  MOHUTOPUHT  AKTUBHOCTM  OOHOBJIEHMM  O€30MaCHOCTU B Cpele
(YHKIMOHUPOBAHUS;

¢) py4YHOU aHaIu3 OOHOBJIEHUM 0€30MacHOCTH.

3.1.2. ITlpuBenenusie B myHKTE 3.1.1 Hacrosmero PermamMenTa TeCThbl BBINOJIHSIOTCS
0 PEHICHUIO WCCIIeIOBATENsl, HCXOMAS W3 BO3MOXXHOCTU TIOJNyYEHHs] OOHOBIICHUN
0€30MacHOCTH pa3HBIMU Croco0aMu U (WJIM) M3 pPa3HbIX MCTOYHUKOB B PACIaKOBAHHOM
(pacidpoBaHHOM)  BHJE,  BO3MOXKHOCTH  HCCIEIOBaTelis IO  paclakoBKe
(pacmmdpoBaHri0) OOHOBIICHHM O€30MAaCHOCTH, a TaK)XEe HAJIUMYHUS WHCTPYMEHTAJbHBIX
CpPeACTB aHaiM3a (KOHTPOJIA) M HHBIX TEXHUYECKUX Bo3MoOkHOcTeil. Ilo pesynbraTam
TECTUPOBAHUS UCCIIE0BATEIb OMUCHIBAET PE3YJIbTAThl KAXJI0T0 MPOBEJACHHOTO TECTA.

3.1.3. B cmydae BBISBICHUS HCCIIEIOBATEIEM IPU3HAKOB HEJACKIAPUPOBAHHBIX
BO3MOKHOCTEH B XOJI€ MPOXO0XKICHUS TECTA, OHU JIOJKHBI OBITh MPOAHAIU3UPOBAHBI ITyTEM

PYYHOTO aHajM3a OOHOBJIEHUH OE30MIaCHOCTH.



CBepka UIeHTHYHOCTH OOHOBIIEHUI 0€30aCHOCTH

3.2.1. CBepka HUJIEHTUYHOCTU OOHOBJICHHM OE€30MACHOCTU MPOBOJUTCSA B Cllydae
BO3MOYKHOCTH TIOJIyYEHHUs OOHOBJIEHUM O€30MacHOCTH pa3HBIMH crliocodbamu U (Wu) U3
Pa3IMYHBIX UCTOYHUKOB.

3.2.2. CBepka UACHTUYHOCTH OOHOBJIEHUH 0€30MacHOCTH MPEyCMaTPUBACT:

1) monydeHnre OOHOBICHHS O€30MACHOCTH Pa3HBIMU CITOCO0aMu M (WIIH) TIOTyYCHUE
oOHOBNIEHUN O0€30MaCHOCTH W3 pa3IMYHBIX HMCTOYHUKOB (Hampumep, ¢ IP-ampecos,
pacnoJioKeHHbIX Ha TeppuTopun Poccuiickoii denepainu, a TakkKe 3a €€ MpeAesiaMn);

2) pacyeT KOHTPOJbHBIX CYMM OOHOBJIEHHUW O€301aCHOCTH, MOJYUYEHHBIX Pa3HbIMU
crioco0amMu U (WJIN) U3 pa3TuYHbIX UCTOYHUKOB;

3) cpaBHEHHE OOHOBJIEHHUU O€30MAaCHOCTH, MOJYYEHHBIX Pa3HbBIMU CIIOCOOAMH U
(wr) U3 pa3HBIX KICTOYHUKOB, ITyTEM CPABHEHHS MX KOHTPOJIBHBIX CYMM.

3.2.3. Tlo pe3ynbTaTam BBIMOJHEHUS TeCTa JOJDKEH OBITH CJEllaH BBIBOA 00
WJICHTUYHOCTH OOHOBJICHUI O€30MaCHOCTH, MOJYYEHHBIX Pa3HbIMU ClIOCOOaMU U (WUJK) U3
pPa3HBIX HCTOYHMKOB. B cilydae CXO0XJIE€HHMS KOHTPOJIBHBIX CYMM OOHOBJIGHUH TECT
CUMTAETCS YCIEUTHO IPONICHHBIM.

3.2.4. B cnyyae BbISIBIEHUS HECOOTBETCTBUM B KOHTPOJBHBIX CyMMax OOHOBJICHHM
0e30macHOCTH, YKa3aHHbIE OOHOBIICHUSI O€30MaCHOCTH JOKHBI OBITH MPOAHATM3UPOBAHBI

MyTEM PY4YHOTr'0 aHaJIM3a OOHOBJIEHHUI 0€30MaCHOCTH.
[IpoBepka MOAJIMHHOCTH OOHOBJIEHUN O€30MacCHOCTH

3.3.1. IIpoBepka MOATUHHOCTH OOHOBJIEHHI O€30MACHOCTH MPOBOAMTCS B CiIydae
HAJIMYUS Y UCCIIEI0BATENsl BO3MOKHOCTH MOJMYyYUTh (paityi(bl) 0OHOBIIEHHS 0€30MMACHOCTH B
pacrnakoBaHHOM (paciu(poBaHHOM) BHJIE 10 €T0 YCTAHOBKH B Cpeie PYHKIIMOHUPOBAHUS,
a TaxKe MPHU HAJIMYUU MPEAOCTABISIEMBIX Pa3pabOTYNKOM OOHOBJICHHSI IITATHBIX CPEACTB
MIPOBEPKH MOITMHHOCTH (paitia(oB) 0OHOBICHUS O€30MAaCHOCTH.

3.3.2. [IpoBepka NOITMHHOCTH OOHOBJICHUI TIPEAYyCMaTPUBACT:

1) pacnakoBky (pacidpoBanue) daiiia(oB) 0OHOBICHUs OS30MACHOCTH;

2) ompeneieHne KPUTEPUEB MPOBEPKH MOUTMHHOCTH (haiisia(0B) OOHOBICHHUS

Oe3omnacHocTH. B KauecTBe KpuTepreB NPOBEPKHU MOITMHHOCTH (aiisia(oB) OOHOBJICHHS



MOTYT BBICTYNIaTh KOHTPOJIbHBIE CYMMBI (pailioB, 3JIEKTpOHHAS LKU(pOBas MOAMUCH
(haiiI0B WM WHBIC KPUTEPUHN MTPOBEPKH MOITMHHOCTH (aitina(oB) 0OHOBICHUS
0€30MacHOCTH, MTPEAOCTABIIIEMbIE €r0 Pa3pabOTUHMKOM.

3.3.3. @ain cyuTaeTcs NOMJIMHHBIM, €CIW KPUTEPUU NIPOBEPKUA IOMIMHHOCTH
daiina(oB) OOHOBIEHHS OCE30MACHOCTH, OINPEICICHHBIA HCCIeA0BaTEIeM, HJICHTHYCH
KPUTEPUIO, MPEAOCTABICHHOMY pa3palOTYUKOM OOHOBIEHUs Oe3omacHocTH. B cimyuae
YCTaHOBJICHUsS] TMOIMHHOCTU (haiina(oB) OOHOBIIEHHS OE30MACHOCTH TECT CUUTAETCS
YCHEIIHO MPOUICHHBIM.

3.34. B cnyyae HEyCHENIHOTO MPOXOXKACHUS TecTa, (Qaia(bl) OOHOBICHUI
0€30MacHOCTH, B KOTOPBIX BBISBICHBl HAPYIICHUS MOMJIMHHOCTH WU TOJITHHHOCTH
KOTOPBIX HEBO3MOKHO IPOBEPUTH, JOJDKHBI OBITH MPOBEPEHBI MYTEM PYUYHOI'O aHAINU3a

00HOBJIEHMST OE€30MMACHOCTH.
AHTHBUPYCHBI KOHTPOJIb OOHOBJICHU 0€30IMaCHOCTH

3.4.1. AHTUBUPYCHBIA KOHTPOJIb OOHOBJEHUNU OE30MACHOCTH 3aKIIOYaeTCs B
BBISIBJICHUH BPEJOHOCHBIX KOMIIBIOTEPHBIX MpOrpamMMm (BHUPYCOB) B HCCIEAYEMOM
OOHOBJIEHHH O€30IaCHOCTH C HCIIOJIb30BAHUEM CPEACTB aHTHBUPYCHOW 3aiiuThl. Jis
MIPOBEICHMS aHAJIN3a HEOOXOJMMO MCIOJIb30BaTh HE MEHEE JIByX CPEJCTB aHTUBUPYCHOU
3aIUThI Pa3HbIX pPa3padOTUMKOB.

3.4.2. AHTUBHPYCHBII KOHTPOJIb OOHOBJIEHUI 0€30MMaCHOCTH NPEeNyCMaTPUBAET:

1) nmpoBepKy OOHOBIIEHUI O€30MACHOCTH CPEICTBAMH aHTUBUPYCHOM 3aIMTHI 1O UX
YCTaHOBKU;

2) T[pOBEACHUE CHUTHATYPHOIO W 3BPUCTUYECKOTO aHaIM3a COJEPKUMOrO
OTlepaTUBHON MaMsTH, (PaiiIOBON CHUCTEMBI M 3arpy304HBIX CEKTOPOB BCEX MCIOJIb3yEMbIX
HOcHTelel HH(OpMAIIUK IO 3aBEPILICHUIO YCTAHOBKH OOHOBJIEHHS O€30MaCHOCTH.

3.4.3. Tect cunTaeTcs yCHENIHO MPOWIECHHBIM B CIIy4a€ OTCYTCTBHUS INMPU3HAKOB
BPEIOHOCHOM aKTUBHOCTH B (paitiax 0OHOBIEHUH 6€30MaCHOCTHA U B CAMOM MPOTPAMMHOM
obOecrieyeHnu Mocje YCTAaHOBKY OOHOBJICHUM 0€30MaCHOCTH.

34.4. B cmydae HEYCHENIHOTO NPOXOXKIEHUs TecTa, Gaii(pl) OOHOBJICHHIA

6630H3CHOCTI/I, B KOTOPLIX BBIABJICHBI ITPU3HAKHU BpeI[OHOCHOI‘/JI AKTHUBHOCTH, JOJI2KHBI OBITH



MIPOaHAIN3UPOBAHBI IIYTEM PYYHOTO aHAJINU3a OOHOBICHUH OE€30MMaCHOCTH.
[Touck omacHbIX KOHCTPYKIMI B OOHOBJIEHUSIX 0€3011aCHOCTH

3.5.1. [louck omacHbIX KOHCTPYKIUNA B OOHOBJICHUSIX 0€30M1aCHOCTH MPOBOJUTCS B
CIydae HaJIW4YUAS Yy WCCIEAOBATENsI BO3MOXKHOCTH TOJNYYHTH (haiia(bl) OOHOBICHHUS B
pacnakoBaHHOM (paciiudpoBaHHOM) BUJE IO WUJIU MOCJE YCTAHOBKU OOHOBJICHUS B CpeJie
(YHKITMOHUPOBAHHU.

3.5.2. Ilouck omacHeIX KOHCTPYKIIMHA B  OOHOBJICHHMSIX  0O€30MacHOCTH
npeIycMaTpUBaET:

a) TIOMCK OMAaCHBIX KOHCTPYKIHUA B OOHOBJIEHHUSX O€30MaCHOCTH C MPUMEHEHUEM
UHIMKATOpOB KoMmnpomeTaruu, Y ARA-paBuI U Jpyrux crocoOoB;

0) KOHTEKCTHBI TOHCK TMOJUTHYECKUX OaHHEPOB, JIO3YHIOB U JpYyro
MIPOTUBOIPABHOM MH(pOPMAIIMK B OOHOBJIEHUSAX 0€30MMaCHOCTH.

3.5.3. TecT cuMTaercs yCHEIHO MPOUIEHHBIM B CIy4ae, €CJIM ONaCHble KOHCTPYKIUU
HE BBISIBJICHBI.

3.54. B cnydae HEyCHENIHOTO WPOXOXIEHUs TecTa, Gaii(bl) OOHOBJICHHIA
0€30MacHOCTH, B KOTOPBIX BBIABIECHBl OMNACHbIE KOHCTPYKIMH, JOJDKHBI  OBIThH
MPOAHAJIM3UPOBAHBI ITYTEM PYYHOT'O aHaJIM3a OOHOBJIEHUN O€30MaCHOCTH.

3.5.5. Ilpu mnpoBeAcHHWHM PYYHOrO aHAIM3a HMCCIEAOBATEIEM JOJDKHO OBIThH
WCCJICIOBAaHO HA3HAYCHHE BBISIBICHHBIX OIMACHBIX KOHCTPYKIIMH, TOJATBEPKICHA WIIH

OIPOBEPTHYTA UX OITACHOCTH.
MOHUTOPUHT aKTUBHOCTH OOHOBJICHUH O€30MMaCHOCTH B CPEJIe TECTUPOBAHUS

1. 3.6.1. MOHHUTOPUHI AKTUBHOCTH OOHOBJICHHM O€30MaCHOCTH B Cpeje
TECTUPOBAHUS 3aKJIOYaeTCs B TMOJMYYCHUHM ¢ aHAIW3€ CBEJCHWM O TOBEICHUU
OOHOBJIIEMOTO TMPOTPAMMHOTO, MPOTPAMMHO-ANIAPATHOTO CPEACTBA B pe3yJbTaTe €ro
B3aMMOJICUCTBHS CO Cpenoi (yHKIIMOHUPOBAHMS WM APYTMMH MPOTPAMMaMH, a TaKkKe
aHaJM3¢ CBEACHUH O B3aWMOJICHCTBUHM KOMIIOHCHTOB OOHOBJICHHOI'O ITPOTPAMMHOTO,

IPOrpaMMHO-aIIIAPATHOTO CPECTBA.



2. 3.6.2. MOHUTOPUHT aKTUBHOCTHM OOHOBIEHHI 0€30MacHOCTU B Cpefe
(YHKIIMOHUPOBAHUS MPOBOJIUTCS MPH HAIUYUU BO3MOXKHOCTH YCTAaHOBKH HEOOXOJMMBIX
MHCTPYMEHTOB B Cpe€A€ TECTHUPOBAHUS OOHOBISEMOr0 IPOrPaMMHOIO, MPOrPAMMHO-
anmapaTHOTO CPE/ICTBA.

3.6.3. MOHMTOPHUHI aKTUBHOCTH OOHOBJIEHMI O€30M1aCHOCTU B CPEJI€ TECTUPOBAHMUS
peycMaTpUBaET HEOOXOAUMOCTb ITPOBEICHUS:

a) aHalu3a pe3yJbTAaTOB BBHIMIOJHEHHUS CHUCTEMHBIX BBI30OBOB OOHOBIIEHHOTO
IPOrpaMMHOTr0 0OeCTIeUeHus;

0) aHamu3a TMOJY4YaeMbIX M OTIPAaBISEMbIX OOHOBJIIEHHBIM MPOTrPaAaMMHBIM,
MIPOrPaMMHO-AMIAPATHBIM CPEJCTBOM CETEBBIX MTAKETOB;

B) aHaln3a cocTaBa (aillIoBOM cHUCTEMBl 1O WU IMOCJIE YCTaHOBKU OOHOBJICHMS
MPOrPaMMHOTO, POTPAMMHO-ANNapaTHOTO CPE/ICTBA;

I') CHTHAaTypHOT'O MIOMCKA U3BECTHBIX YSI3BUMOCTEH.

3.6.4. Tect cuurTaercs YCHEIIHO NPOHAECHHBIM, €CIM B XOJ€ MOHUTOPUHIA
aKTUBHOCTH OOHOBIICHHI 0€30MacHOCTH B Cpelie TECTUPOBAHUS HE BBISBICHO MPU3HAKOB
HE/IEKJIapUPOBAHHBIX BO3MOKHOCTEH.

3.6.5. B cnywyae HeycmemrHOro MPOXOXKACHUS TecTa, Qaia(bl) OOHOBICHUI
0€30MacHOCTH, B KOTOPBIX BBISBJICHBI MPHU3HAKW HEJICKIApPUPOBAHHBIX BO3MOXHOCTEH,

JIOJKHBI OBITH MPOAHATM3UPOBAHBI IyTEM PYYHOTO aHAJIN3a OOHOBJICHUI 0€30MacHOCTH.
Pyunoii ananu3 oGHOBIIEHMI 6€30aCHOCTH

3.7.1. Pyunoit aHanu3 oOHOBJIEHUI 0€30MACHOCTH MPOBOJUTCA B Cllydae, €Clid 10
pe3yNbTaTaM BBITOJTHEHUS TECTOB:

a) BBIABJICHBl PA3IHUMsS B OOHOBIICHUSX O€30MACHOCTH, TMOJYYCHHBIX pPa3HBIMH
crnoco0aMu U (WJIM) U3 Pa3HbIX HICTOYHUKOB;

0) HEeYCIICIIHO MPOMEH TECT MOITMHHOCTH (aiisia(oB) 0OHOBICHUS OE30MTaCHOCTH;

B) BBISBICHBI TPU3HAKK BPEAOHOCHOW aKTUBHOCTH B (aimax OOHOBICHUS
0€30MacHOCTH B pe3yibTaTe AaHTHBHUPYCHOTO KOHTPOJISA WJIM MOHHUTOPWHTA AKTUBHOCTH
0OHOBIIEHUST O€30MACHOCTH B cpefie HYHKIIMOHUPOBAHMUS;

r) 00HApY>XKEHBI ONTACHBIE KOHCTPYKITUH.



3.7.2. Pyunoii aHanu3 OOHOBIEHHUN O€30MAaCHOCTU MPOBOJUTCS B OTHOLICHUH
KOMITOHEHTOB OOHOBJICHHUN O€30MMaCHOCTH, B KOTOPBIX IO PE3yJIbTaTaM MPOXOKICHUS
NEPEUYUCIIEHHBIX BBIIIE TECTOB BBISBICHBI YKa3aHHbIE B IyHKTe 3.7.1 HacTosIero
Pernamenra ycnosus.

B ciyyae ecnu pydHOU aHalIu3 MPOBECTH HEBO3MOKHO, UCCIIEIOBATENIEM JIEJIAETCS
BBIBOJI O HAJIM4YUM B OOHOBJICHUM O€30MACHOCTHM MPU3HAKOB HEACKIApUPOBAHHBIX
BO3MO>KHOCTEM.

3.7.3. PyuHoii aHanu3 0OHOBJIEHUS 0€30MaCHOCTH MIPEeayCMaTPUBAET:

a) aHaJMu3 JOTUKHU pabOThI (B TOM YHUCIE AU3ACCEMOIMPOBAHUE WIH JICKOMITUJISLIHS
OMHAPHOTO KOJIa MPU HAJTUYUU COOTBETCTBYIOIINX BO3MOXKHOCTEN);

0) uccienoBaHue KOMIOHEHTOB OOHOBIIEHHUSI O€30MaCHOCTH C IMTOMOIIIBIO OTJIATYUKOB
1 TPACCHUPOBIIUKOB,;

B) NPOBEPKH HaNW4Msi B OOHOBJICHUM OE30MACHOCTH KIIIOYEBOM HHGOpMAINH
(maposneil, CeKpeTHBIX KITI0YEH U Ipyroil 4yBCTBUTEIbHON HH(GOPMAIIIH);

I) CTaTMYECKOTO M JUHAMHUYECKOTO aHaiu3a (MpU HAJIUYUU MCXOIHBIX KOJOB
0OHOBJIEHUH 0€30MaCHOCTH).

3.7.4. Ilo pe3ynbTaTaMm MPOXOXKIACHUS TECTA HMCCIEIOBATEIEM IEIAETCS BBIBOJ O
NOATBEPKACHUM  HAJIMYMUS WM OTCYTCTBHS  BBISIBJICHHBIX  paHee MPU3HAKOB
HEJCKIApUPOBAHHBIX BO3MOXHOCTEH B KOMIIOHEHTE(ax) OOHOBISIEMOTO MPOrPaMMHOTIO,
MIPOrpaMMHO-aNMNapaTHOTO CPEICTBA.

3.7.5.B cinydae ecnu mo pesynbTaraM pPYYHOTO TECTUPOBAHHUS B OOHOBJICHHUH
0€30MacCHOCTH  BBISIBJIGHBI ~ BPEJIOHOCHOE TporpaMMHOe  oOecrieueHre U (WJIM)
HEJIEKJIApUPOBAHHBIE ~ BO3MOXKHOCTHM,  yKa3aHHass  WHQoOpMalus  HalpaBJseTCs
B O®CTOK Poccun m HauumoHanbHBIM KOOPAWHALUMOHHBIA LEHTP MO KOMIIBIOTEPHBIM

uniuaeHTam (HKIKH) B cOOTBETCTBHM € YCTAaHOBJICHHBIM PETJIAMEHTOM.



OPOPMJIEHUME PE3YJIBTATOB TECTUPOBAHMUA

4.1. Pesynbrathl aHanu3a 0OHOBIEHUI O6e30macHOCTH 0(OPMIISIOTCS B BUJIE OTYETA.
B oT4ere oM KHBI OBITH OTPAYKEHBI OMTMCAHNE TECTOBOM CPEIbl, CBEACHHS 00 YA3BUMOCTSIX,
Ha YCTpaHEHUE KOTOPBIX HANpPaBJICHO OOHOBJIEHHE 0€30MacHOCTH, PE3yJbTAThl Ka)I0ro
TeCTa, MPOBEIEHHOTO B COOTBETCTBUU C pa3nenoM 3 Hacrosero Permamenra.

4.2. Otyet aHanu3a OOHOBJICHHS 0€30MACHOCTU BKIIIOYAET CIEAYIOIINE CBEACHHUS:

a) HauMEeHOBaHUE OOHOBJICHUS OE30IIaCHOCTH;

0) cBeleHUST O MECTE€ pa3MEIICHUsI OOHOBJICHHS 0€30MaCHOCTH, KOHTPOJIBHBIX
cymMmax OOHOBJIEHHUSI 0€30IaCHOCTH, JaTe BBIIyCKa OOHOBJIIEHHUS OE30MacHOCTH,
pa3paboTunke 0OHOBIIEHHS 0€30MMACHOCTH, BEPCUH MPOTPAMMHOI0 00ECIIEUEHHUS;

B) CBeJieHUsI 00 YSA3BHUMOCTSX, HAa YCTpaHEHHWE KOTOPBIX HAMPaBIECHO OOHOBJICHHE
0e30I1aCHOCTH;

I') HANMEHOBAHME MPOBEJICHHBIX TECTOB,;

1) pe3yIbTaThl aHau3a (YCIEIIHO/HE YCIEIIHO);

€) OMKCaHUe Pe3yJIbTATOB aHaJIN3a, BKJIIOYAsl CPEICTBA MIPOBEACHUS aHATN3a, CPEy
TECTUPOBAHMS, BBISIBIICHHBIC MPU3HAKKA HEICKIAPUPOBAHHBIX BO3MOXXHOCTEH, OIMCAHUE
IIPOBEJICHHBIX TECTOB.

43. Jma TectoB, MO  pe3yJbTaraM  KOTOPBIX  BBISIBIEHBI  NPU3HAKU
HEJCKJIApUPOBAHHBIX BO3MOKHOCTEH, B OTYET TECTUPOBAHUSI OOHOBJICHUI O€30MaCHOCTH
J0JKHA OBITHh BKJIFOUYEHA BCS TEXHUYECKass MH(pOpMaIus, HeoOXoAumMas i MOSICHEHUS
BBITIOJTHEHHBIX B XOJC WCCIICIOBAHUS ONEpaii M pe3yJbTaTOB, IMOJYYCHHBIX B XOJIE
UCCJIeIOBaHU (B TOM 4YHCIE€ BCE OTYETHl HMHCTPYMEHTAIBHBIX CPEJCTB aHalIM3a |
KOHTPOJIs).

B oOTHOmIEHWW BBIABJICHHBIX IPU3HAKOB HEICKIAPUPOBAHHBIX BO3MOXKHOCTEH
MCCJIEIOBATENIEM OMPECISIIOTCS OTPaHWYCHHS W YCIOBUSA, TPH KOTOPHIX YCTaHOBKA
0OHOBJICHHST O€30MAaCHOCTH BO3MO’KHA. YKa3aHHBIE CBEIEHHUS BKIIOYAIOTCA B OTYET

aHajim3a OOHOBJIEHUI 0E€30MAaCHOCTH.



YCTAHOBKA OBHOBJIEHUHM BE3OIMACHOCTH
ITPOI'PAMMHDBLIX, ITPOI'PAMMHO-AIIITAPATHBIX CPE/ICTB
SAIIATBI HHO®OPMAIIMU 1 UHOI'O TIPOI'PAMMHOTI 'O
OBECIIEYHEHMUS

[Tpu npuHATHM pelIeHus 0 pe3ybTaTaX TECTUPOBAHUS OOHOBIIEHUH 0€30MaCHOCTH
MIPOrpaMMHBIX, MPOrPAMMHO-AIAPATHBIX CPEJICTB PEANU3YETCsS CICAYIOIIHA MOPSI0K
omnpeneneHus BO3MOKHOCTU YCTAaHOBKM OOHOBJIGHMH MPOTrpaMMHBIX, MPOrpaMMHO-
anmnapaTHbIX CPEJCTB.

1. Be1BO/1 0 BO3MOXHOCTH YCTaHOBKHU OOHOBJIEHUI O€30MaCHOCTH.

1.1. B oTHOmEHUM MPONPUETAPHBIX MPOTPAMMHBIX, MPOTPAMMHO-ANAPATHBIX
CpeicTB U CBOOOAHO PACHPOCTPAHSIEMOrO MPOTPAMMHOIO OOECHEYeHUs! BBIBOJ O
BO3MO>KHOCTH YCTaHOBKM OOHOBJEHMsI 0€30MacHOCTH (OopMHpYyeTcs Ha OCHOBE
BBINIOJIHEHHUS CIIETYIOIINX TECTOB:

— CBEpKA UJEHTUYHOCTU OOHOBJICHUM O€301TaCHOCTH U (WJIK) MPOBEPKA MOIJTMHHOCTH
OOHOBJICHHH 0€30ITaCHOCTH;

— AHTUBUPYCHBIN KOHTPOJIb OOHOBJIEHUN 0€30MacCHOCTH U (WJIM) MOUCK OIMACHBIX
KOHCTPYKIUH 0€30M1acCHOCTH;

— MOHUTOPHUHT aKTUBHOCTH OOHOBJICHUI 0€30MMaCHOCTH B cpefie (DYyHKIIMOHUPOBAHUSI.

1.2. B ortHomeHnn OOHOBJICHHI O€30MAaCHOCTU MPOrPAMMHOIO OOECIIEUEHHUS C
OTKPBITHIM KOJOM BBIBOJI O BO3MOXKHOCTH YCTaHOBKM OOHOBIJIEHUSI 0O€30MaCHOCTH
(dopmMHpyeTCsl HA OCHOBE BBITTOJIHEHHSI CIIETYIOIINX TECTOB:

— TIPOBEpKa MOUTMHHOCTHA OOHOBJIEHU O€30TTaCHOCTH;

— QaHTUBUPYCHBIA KOHTPOJb OOHOBIICHN O€30MTaCHOCTH;

— MOHUTOPUHT aKTUBHOCTH OOHOBJIEHUI 0€3011aCHOCTH B cpesie QyHKIIMOHUPOBAHUS;

— py4HOI aHaIM3 OOHOBIIEHUH 0€30MaCHOCTH.

2. OueHka pe3yJIbTaTOB BBIITOJTHEHHBIX TECTOB.

2.1. Ecnu 1o pe3yibTaTaM BBINOJIHEHHUS! TECTOB PE3YJIbTAaThl pealn3alii BCEX TECTOB
ABIIIIOTCS. TIOJIOKUTENBHBIMU, OOHOBJIEHHE O€30MacHOCTU SIBJISETCA O€30MacHbIM M €ro

YCTaHOBKAa BO3MOKHaA.



2.2. Ecnu 1o pe3ysibTaTaM BBITIOJIHEHUSI TECTOB PE3YJIbTaThl PEATU3AIMU OJTHOTO WU
0oJiee TECTOB SIBJISIOTCS MOTEHIIMATLHO OMACHBIMH W HU OJIMH W3 TECTOB HE SIBISIFOTCS
OMacHBIMU, OOHOBJIEHHE O€30MAaCHOCTH MOKET OBITh YCTAHOBJIEHO MPH OMpPENeNCHHBIX
OTPaHUYCHHUSIX.

OrpaHuyeHusi ONPENESIOTCS UCCIeAoBaTeNIeM M0 pe3yJbTaTaM TECTUPOBAHUS U
MOTYT OBITh YTOYHEHBI ONEPaTOPOM MH(GOPMAIIMOHHON CUCTEMBI C YU€TOM OCOOECHHOCTEH

€€ apXUTEKTYPHl U PYHKIIMOHUPOBAHUA.



